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Abstract
Researching civil society in restrictive environments poses profound ethical,

methodological, and security challenges. NGOs and activists face surveillance, harassment,
and violence, raising urgent questions about the responsibilities of scholars studying these
contexts. This article examines three central areas of reflection: ethical dilemmas, digital
security, and researcher positionality. Ethical challenges require balancing scholarly rigor
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with the imperative of “do no harm,” ensuring meaningful consent, anonymization, and
sometimes abstention from direct fieldwork. Digital security is inseparable from
methodology; researchers must integrate encrypted tools, secure data practices, and
reflexive design to minimize risks. Researcher positionality complicates inquiry, as foreign
scholars may be seen as advancing external agendas, while local researchers face heightened
risks. Reflexivity, participatory approaches, and co-authorship can mitigate asymmetries of
power. The article argues that responsible research requires not only technical competence
but also ethical sensitivity, digital literacy, and reflexivity about identity and power. These
considerations are not peripheral but central to producing rigorous and safe scholarship. By
embedding caution and care into methodology, scholars can advance understanding of civil

society under pressure while safeguarding the dignity and agency of those whose struggles

they document.
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authoritarianism

1. Introduction
Studying civil society in restrictive environments involves navigating both analytical

complexity and profound ethical dilemmas. NGOs and activists operate under surveillance,
censorship, and coercion, creating risks not only for themselves but also for researchers and
participants. Ethical responsibility, digital security, and reflexivity about positionality are
central to ensuring that scholarship in this field advances knowledge without intensifying

risks.
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2. Ethical Challenges
Ethical concerns revolve around protecting participants from harm. Clark-Kazak (2017)

emphasizes the “do no harm” principle, particularly when working with vulnerable
populations in contexts of repression or forced migration.
e Informed consent must be context-sensitive and meaningful, not merely procedural.
* Anonymization and secure handling of sensitive data are crucial.
Withholding fieldwork may sometimes be the most ethical choice, relying instead
on secondary sources, anonymous testimonies, or trusted intermediaries.

Balancing scholarly rigor with the duty of care is essential in such environments.

3. Digital Security as Methodology
Security is now inseparable from methodology. Milan and Treré (2019) argue that critical

digital ethnography must address vulnerabilities such as metadata exposure and algorithmic
monitoring.
*  Encrypted communication and secure storage are non-negotiable.
e  Minimizing digital footprints is a protective practice in itself.
e  Methodological design must be reflexive, reducing exposure rather than uncritically
importing models suited to open societies.

Digital security is thus both a technical and epistemological concern.

4. Researcher Positionality
Narayan (1993) reminds us that researchers are not neutral observers. Positionality shapes

how scholars are perceived and the risks participants face.
e Foreign researchers may be seen as pursuing foreign agendas.
* Local researchers may face personal risks, community pressures, and political
scrutiny.
Reflexive strategies include co-authorship with local scholars, participatory approaches that
redistribute ownership of data, and careful advocacy around dissemination. Transparency

about identity and power dynamics is necessary for ethical scholarship.

5. Conclusion
Methodological engagement with restrictive environments requires more than technical

skills. It demands ethical sensitivity, digital literacy, and reflexivity about identity and
power. Ethical caution, secure practices, and critical self-awareness are central to producing

research that is both rigorous and responsible.
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By embedding care into methodology, scholarship can illuminate civil society’s resilience

under repression while safeguarding those whose struggles it seeks to represent.
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