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Abstract

Cybersecurity is a dynamic field in which non-profits must continually update knowledge
and practice to remain resilient against emerging threats. Unlike corporations with dedicated
security departments, many non-profits lack specialized expertise and therefore rely on
accessible learning resources. This Teaching Paper provides a curated list of books, articles,
and websites selected for their relevance, practicality, and adaptability to non-profit
contexts. Each resource is accompanied by practical notes that link theory to organizational
application. By situating resource use within scholarly frameworks (Bryson on strategy,
Drucker on management responsibility, Patton on organizational learning), this paper
demonstrates how continued learning enhances resilience, trust, and mission effectiveness.
A case study illustrates how one non-profit improved cybersecurity through structured
engagement with these resources. Ultimately, this Teaching Paper bridges academic rigor
and practitioner needs, encouraging a culture of lifelong learning in non-profit

cybersecurity.
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Executive Summary

Non-profits face a constantly evolving cyber threat landscape, making one-time training or
static policies insufficient. This Teaching Paper offers a structured guide to further learning
by categorizing and contextualizing books, articles, and online platforms for non-profit

leaders, staff, and volunteers.

*  Books provide foundational knowledge and practical insights.
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*  Articles highlight sector-specific issues and cost-effective solutions.
*  Websites offer up-to-date alerts, guidance, and collaborative intelligence.

For academics, the paper demonstrates how curated resources can support sector-specific
knowledge dissemination. For practitioners, it offers an immediate roadmap for structured
learning and skill development. By cultivating a culture of continuous learning, non-profits
strengthen resilience, empower staff, and protect beneficiaries and donors from cyber

threats.

Purpose and Learning Objectives

Purpose: To provide non-profits with accessible, credible resources to expand their

cybersecurity knowledge and capabilities.
Learning Objectives:

1. Identify and evaluate books, articles, and websites relevant to non-profit

cybersecurity.
2. Link resource use to organizational needs and staff capacity.
3. Develop a culture of continuous learning in cybersecurity.

4. Understand how academic and practitioner sources complement each other.

Background and Context

Bryson (2018) emphasizes the necessity of aligning resources with strategic objectives,
while Drucker (1990) stresses the manager’s role in continuous learning as an organizational
duty. Patton (2015) situates reflection and evaluation at the heart of adaptive management.
Cybersecurity, by its nature, requires ongoing adaptation and skill development.

Non-profits often rely on low-cost or open-access materials, making curated lists essential.
However, information overload and variable quality of sources can hinder effective learning.
This Teaching Paper offers a structured, academically grounded pathway through high-value

resources specifically tailored for the non-profit context.
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Practical Guide: Curated Resources

Recommended Books

1. Cybersecurity Essentials by Charles J. Brooks — Comprehensive foundation for
staff and managers.

Practical note: Useful for onboarding IT volunteers or new managers.

2. The Art of Deception by Kevin D. Mitnick — Explains social engineering tactics.

Practical note: A strong choice for awareness training workshops.

3. Cybersecurity for Beginners by Raef Meeuwisse — Practical, accessible
introduction.

Practical note: 1deal for staff without technical background.

Recommended Articles

1. The State of Cybersecurity in Non-Profits (Cybersecurity Journal).

Practical note: Contextual overview of sector challenges.

2. Implementing Affordable Cybersecurity Solutions (Tech for Good).
Practical note: Highlights cost-effective measures, crucial for resource-limited

groups.

3. The Role of Training in Cybersecurity (InfoSec Journal).

Practical note: Reinforces importance of ongoing awareness campaigns.
Recommended Websites

1. CISA (Cybersecurity & Infrastructure Security Agency). Alerts and practical

guides.

2. NCSC (National Cyber Security Centre). Updated threat intelligence and best

practices.
3. Cyber Peace Institute. Specialized support for non-profits.

4. Cyber Threat Alliance (CTA). Collective intelligence on emerging threats.
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Case Study

A European refugee-assistance NGO realized its staff lacked cybersecurity awareness after a
phishing incident. Instead of purchasing costly corporate training, the NGO adopted a
structured learning plan using the recommended resources in this paper. Managers assigned
Cybersecurity for Beginners as staff reading, integrated Tech for Good’s article into staff
discussions, and subscribed to CISA and NCSC alerts. Over six months, phishing detection
rates improved by 65%, and the organization embedded ongoing cyber awareness into staff

culture at minimal cost.

Common Challenges and Tips

* Information overload: Curate a manageable set of core resources.
 Low engagement: Integrate readings and updates into existing staff meetings.
*  Resource fatigue: Rotate focus (books one quarter, articles next, alerts ongoing).

*  Access barriers: Prioritize free or open-access materials where possible.

Reflection Questions

1.  Which of these resources are most accessible and relevant for your organization’s
staff?

2. How can you integrate ongoing learning into existing organizational processes?

3.  What barriers might prevent your staff from using these resources, and how can they
be addressed?

4. How will you evaluate the effectiveness of continuous learning efforts?

Limitations and Considerations

e Resource lists require periodic updates to remain relevant.
*  Not all materials are free; budget constraints must be considered.
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*  Local regulations and languages may necessitate additional region-specific sources.

Academic Value

This Teaching Paper extends the academic conversation on capacity building by
contextualizing learning resources for the non-profit sector. It highlights the role of curated
knowledge in bridging the academic-practitioner divide and provides a framework for
integrating continuous learning into organizational culture. Scholars benefit from seeing
how theory is applied in practice; practitioners gain actionable resources that address real-

world constraints.

Conclusion and Next Steps

Continuous learning is central to cybersecurity resilience in the non-profit sector. The
curated books, articles, and websites presented here offer a roadmap for building capacity
without overwhelming staft or budgets. The next step for organizations is to select, adapt,
and integrate these resources into structured learning plans, ensuring relevance and
sustainability. Academics are encouraged to study the effectiveness of such curated

approaches in fostering resilience across diverse non-profit contexts.
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