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Abstract

Non-profit organizations face growing cyber risks, from phishing to ransomware, yet often
lack formal structures to manage incidents effectively. This Teaching Paper provides a
comprehensive Incident Response Plan (IRP) Checklist designed for the unique resource
constraints and operational realities of non-profits. It covers the five classical phases of
incident response—preparation, identification, containment, eradication, recovery—and
adds post-incident analysis to foster continuous improvement. Each phase includes practical
actions, policy recommendations, and adaptation tips. Grounded in management and
evaluation literature (Bryson, Drucker, Patton), the checklist situates cybersecurity response
within the broader field of organizational resilience and strategic planning. A case study
demonstrates how a mid-sized charity successfully used the framework to recover from a
ransomware attack while maintaining donor confidence. This Teaching Paper enables both
academics and practitioners to integrate incident response into governance, capacity-
building, and learning processes, advancing the resilience of mission-driven organizations in

a digital age.
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Executive Summary

Cybersecurity incidents are inevitable; what matters most is how an organization responds.
For non-profits, effective incident response can mean the difference between sustained trust
and severe reputational or financial damage. This Teaching Paper provides a structured
Incident Response Plan Checklist to guide non-profits through every stage of an incident,

from preparation to post-event learning. It integrates classical response phases with practical
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steps adapted for resource-constrained organizations.

For scholars, this paper contributes to the growing body of applied cybersecurity
governance literature. For practitioners, it offers an actionable roadmap for safeguarding
operations, protecting sensitive data, and strengthening resilience. By adopting this

checklist, non-profits can move from reactive firefighting to proactive preparedness.

Purpose and Learning Objectives

Purpose: To equip non-profit organizations with a structured, actionable framework for

developing and implementing an effective incident response plan.
Learning Objectives:
1. Understand the six phases of incident response and their interdependence.
2. Learn how to apply the checklist in non-profit contexts with limited resources.
3. Identify common challenges in incident response and strategies to overcome them.

4. Foster organizational learning by integrating post-incident analysis into strategic

planning.

Background and Context

Cybersecurity incidents are not just technical events; they are organizational crises. Bryson
(2018) emphasizes the importance of preparedness within strategic planning, while Drucker
(1990) frames managerial responsibility as a cornerstone of organizational survival. Patton
(2015) highlights the role of evaluation and reflection in learning from crises.

For non-profits, vulnerabilities include limited IT budgets, reliance on volunteers, and
handling of sensitive donor and beneficiary data. Incidents can undermine credibility,
disrupt operations, and endanger beneficiaries. Therefore, non-profits require an incident

response framework that is both rigorous and feasible, tailored to their scale and resources.

Practical Guide: Incident Response Plan Checklist

1. Preparation
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e  [Establish an Incident Response Team (IRT) with defined roles.

*  Develop and maintain an IRP and playbooks for likely scenarios.

e Conduct regular drills and staff training.

*  Ensure critical systems and data backups are secure and recoverable.

Practical note: Small organizations can assign incident response roles to existing staff,

ensuring responsibility is distributed rather than centralized.

2. Identification

*  Deploy monitoring tools to detect anomalies.
*  Create a clear process for staff and volunteers to report suspected incidents.
*  Verify and classify incidents based on severity.

Practical note: Even simple tools (e.g., email alerts or log reviews) can significantly

improve detection in low-resource environments.

3. Containment
e Define the scope of the incident.
*  Apply measures to limit spread and impact.
e Isolate compromised systems immediately if necessary.

Practical note: Disconnecting a single infected laptop from the network can prevent sector-

wide contamination.

4. Eradication

e Identify the root cause and eliminate malicious elements.

e  Patch vulnerabilities and disable compromised accounts.
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e  Conduct thorough checks to confirm no traces remain.

Practical note: Document eradication steps clearly for future reference and accountability.

5. Recovery

e Restore systems and data from verified backups.
e  Validate system integrity before resuming operations.
e  Gradually return to full operations, monitoring for reoccurrence.

Practical note: Prioritize restoring mission-critical services first (e.g., donor databases,

beneficiary portals).

6. Post-Incident Analysis

*  Conduct a review meeting to capture lessons learned.
*  Document response actions, outcomes, and gaps.
e  Update policies, training, and playbooks accordingly.

Practical note: Share lessons learned with staff and volunteers to build organizational

culture of learning, not blame.

Case Study

A mid-sized humanitarian NGO in East Africa experienced a ransomware attack that locked
access to donor records. Initially, staff panicked due to the absence of a structured response.
By quickly forming an Incident Response Team and applying the checklist steps, they
contained the incident within hours, isolated affected systems, and restored critical donor
data from secure backups. A post-incident review identified weaknesses in staff training and
vendor oversight, leading to new quarterly drills and stricter vendor requirements. Six
months later, the organization successfully resisted a similar attack, demonstrating the value

of preparedness.
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Common Challenges and Tips

Limited resources: Start with basic measures (e.g., simple backups, clear reporting

channels).
Unclear roles: Clearly assign responsibilities before an incident occurs.
Resistance to training: Keep sessions short, scenario-based, and engaging.

Vendor vulnerabilities: Ensure third parties are included in your incident response

scope.

Reflection Questions

Does your organization have an Incident Response Team, and are roles clearly
defined?

How quickly could you detect and verify a cybersecurity incident today?
What systems or data are mission-critical and must be prioritized in recovery?

How does your organization currently learn from past incidents?

Limitations and Considerations

The checklist provides structure but does not replace technical expertise.
Resource-limited organizations may need external support for complex attacks.

Jurisdiction-specific legal requirements (e.g., breach reporting laws) must be

integrated.

Academic Value

This Teaching Paper contributes to both theory and practice by operationalizing classical

incident response phases into a resource-sensitive checklist for non-profits. It builds on

established management and evaluation frameworks while providing actionable tools. The
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approach can serve as a model for future scholarship on applied governance and

organizational resilience in low-resource contexts.

Conclusion and Next Steps

Cyber incidents are inevitable; unpreparedness is optional. The Incident Response Plan
Checklist empowers non-profits to act swiftly, contain damage, and learn from crises. Next
steps include customizing the checklist for organizational needs, integrating it into training
routines, and embedding post-incident reviews into strategic planning cycles. Academics
and practitioners should continue to test and refine such applied frameworks to strengthen

the non-profit sector’s digital resilience.
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