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Abstract

Cybersecurity is no longer a concern limited to corporations and government agencies; non-
profit organizations face increasing risks due to their often-limited resources and valuable
data assets. This Teaching Paper provides a practical framework for developing
cybersecurity policies tailored to the needs of non-profits. It consolidates best practices into
five customizable templates: Data Protection, Access Control, Incident Response, Employee
Cybersecurity, and Vendor Management. Each template is presented with practical notes for
adaptation, ensuring relevance across diverse organizational contexts. The paper also
highlights the academic foundations of policy development, referencing scholars such as
Bryson (strategic planning), Drucker (management by responsibility), and Patton
(evaluation and learning). A realistic case study illustrates the application of these templates
in a mid-sized international NGO, emphasizing both benefits and common challenges. This
Teaching Paper equips leaders, managers, and practitioners with actionable tools to
safeguard digital assets, comply with regulatory frameworks, and build organizational

resilience in the digital age.
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Executive Summary

Non-profits are increasingly reliant on digital systems to manage donors, beneficiaries, and
volunteers. Yet, they are often unprepared for cyber threats such as phishing attacks,
ransomware, and unauthorized access. This Teaching Paper presents a structured approach
to building cybersecurity capacity by offering ready-to-use policy templates. Each template

addresses a critical aspect of cybersecurity: safeguarding sensitive data, controlling system
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access, responding to incidents, guiding employee behavior, and managing third-party
vendors. Together, these templates form a comprehensive cybersecurity policy framework.

For academics, the paper bridges theoretical models of organizational policy with practical
implementation in the non-profit sector. For practitioners, it provides tangible tools for
immediate use, adaptable to small, medium, and large organizations. By engaging with this
resource, readers gain both the “why” and the “how” of cybersecurity policy development,

advancing both scholarly inquiry and real-world protection.

Purpose and Learning Objectives

The purpose of this Teaching Paper is to enable non-profit leaders and practitioners to
design, adapt, and implement cybersecurity policies effectively.

Learning objectives:
1. Understand the essential components of a cybersecurity framework in non-profits.
2. Learn how to customize policy templates for diverse organizational contexts.
3. Recognize common challenges and strategies for effective implementation.

4. Develop the capacity to protect sensitive data and ensure compliance with external

regulations.

Background and Context

Cybersecurity policy development in non-profits can be situated within broader frameworks
of organizational strategy and governance. Bryson (2018) emphasizes the importance of
strategic planning in safeguarding mission-critical resources. Drucker (1990) underscores
the responsibility of managers to ensure organizational systems are fit for purpose. Patton
(2015) highlights the role of ongoing evaluation in adapting policies to changing
environments.

Non-profits face specific vulnerabilities: reliance on volunteers, donor databases, cross-
border data transfers, and partnerships with vendors. These vulnerabilities necessitate
structured policies that align with both regulatory compliance (e.g., GDPR, HIPAA) and
best practices. Policies function not merely as documents but as tools to embed

cybersecurity into daily practice, reinforcing organizational culture and resilience.
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Practical Guide: Cybersecurity Policy Templates
1. Data Protection Policy Template

e  Purpose: Safeguard sensitive organizational and beneficiary data.
* Key elements: data classification, encryption, secure storage, retention schedules.

*  Practical note: Non-profits often handle donor and beneficiary personal data. Proper

classification (public, internal, confidential) helps prioritize protection.

2. Access Control Policy Template

*  Purpose: Define who can access what systems and data.

* Key elements: role-based access control (RBAC), multi-factor authentication, timely

revocation of access.

e  Practical note: When volunteers leave, access should be revoked immediately to

prevent unauthorized entry.

3. Incident Response Policy Template

*  Purpose: Provide a structured process for addressing cyber incidents.

* Key elements: identification, containment, eradication, recovery, post-incident

review.

*  Practical note: Even small NGOs need a “who to call” list to avoid delays in

response.
4. Employee Cybersecurity Policy Template
*  Purpose: Guide employee and volunteer behavior in digital systems.
* Key elements: acceptable use, password hygiene, training requirements.

e Practical note: Regular short training sessions on phishing emails can significantly

reduce risk.

5. Vendor Management Policy Template
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*  Purpose: Ensure third-party vendors comply with cybersecurity standards.
 Key elements: vendor vetting, contractual clauses, compliance monitoring.

e  Practical note: Non-profits using cloud-based donor management systems must

include clear data protection requirements in vendor contracts.

Case Study

An international NGO working in education across Southeast Asia experienced a phishing
attack that compromised its donor database. Lacking clear policies, staff were unsure how to
respond, leading to delays and donor mistrust. The organization then adopted the five
cybersecurity policy templates described in this paper. They customized the Data Protection
Policy to classify donor information as “confidential,” implemented multi-factor
authentication across systems, and introduced quarterly phishing simulations as part of the
Employee Cybersecurity Policy. Within a year, the NGO reported a 70% reduction in

attempted phishing compromises and regained donor trust.

Common Challenges and Tips

* Resource constraints: Start small by implementing policies that address the most

critical risks.

* Resistance to change: Involve staff and volunteers in the policy design process to

increase buy-in.

*  Complex vendor relations: Prioritize transparency and ensure clear agreements with

vendors.

* Training fatigue: Use interactive formats (quizzes, short videos) to maintain

engagement.

Reflection Questions

1. How does your organization currently classify and protect sensitive data?

2. What access control measures are in place for staff and volunteers?
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3. Has your organization conducted a cybersecurity incident drill?

4. How do you ensure third-party vendors meet your cybersecurity expectations?

Limitations and Considerations

e Policies alone cannot guarantee security; they must be accompanied by training,

monitoring, and enforcement.

*  Non-profits with minimal IT staff may need external support to implement advanced

measurcs.

 Legal and regulatory requirements vary across jurisdictions; templates must be

adapted to local laws.

Academic Value

This Teaching Paper contributes to the academic literature by translating general
cybersecurity frameworks into actionable tools for the non-profit sector. It bridges the gap
between theory and practice by combining strategic planning, management responsibility,
and evaluative learning with hands-on policy templates. For scholars, it offers a replicable
model of applied governance. For practitioners, it provides immediate utility in enhancing

organizational resilience.

Conclusion and Next Steps

Cybersecurity is integral to sustaining the trust and effectiveness of non-profit organizations.
By adopting the five policy templates, organizations can create a baseline of protection
adaptable to their specific contexts. The next steps include customizing these templates,
training staff, and integrating them into broader risk management frameworks. Academics
and practitioners are encouraged to collaborate further in testing, refining, and

disseminating these models for widespread sectoral impact.
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