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Abstract

Cybersecurity risk assessment and management are critical functions for organizations
seeking to protect digital assets, ensure operational continuity, and sustain stakeholder trust.
For non-profit organizations (NPOs), this process is especially vital due to resource
constraints and heightened vulnerability to cyber threats. This article provides a structured
analysis of how NPOs can identify assets, assess threats, evaluate vulnerabilities, and
prioritize risks through systematic methodologies. It examines established frameworks such
as the NIST Cybersecurity Framework, ISO 27001, and COBIT, demonstrating how these
models can be adapted for non-profits. Practical tools such as asset inventories, vulnerability
checklists, and risk matrices are highlighted as cost-effective approaches to decision-
making. Case studies illustrate the risks posed by phishing and ransomware, while the
discussion underscores the importance of continuous monitoring, policy review, and staff
training. By synthesizing theoretical frameworks with actionable practices, this article offers
guidance for both academics and practitioners seeking to enhance digital resilience in

resource-constrained organizations.
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1. Introduction

Non-profit organizations play a crucial role in social, humanitarian, and development fields,
often acting as custodians of highly sensitive information. Donor data, financial records, and

beneficiary information are integral to their operations, yet these assets are increasingly
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targeted by cybercriminals. Unlike corporate entities, non-profits face persistent challenges
in allocating resources to cybersecurity, making structured risk assessment and management

an essential practice for ensuring operational continuity.

2. Core Concepts in Risk Assessment

Risk assessment in cybersecurity is the systematic process of identifying, analyzing, and
responding to risks that may compromise digital assets (Smith, 2020). It involves several

stages:

e Asset Identification: Cataloging hardware, software, databases, and networks to

establish what requires protection.

*  Threat Identification: Recognizing risks such as phishing, malware, insider misuse,

or device theft.

*  Vulnerability Assessment: Reviewing weaknesses like outdated software, poor

password policies, or inadequate encryption (Johnson, 2021).

e Impact and Likelihood Analysis: Evaluating both the severity and probability of

threats materializing.

e Risk Prioritization: Using tools such as matrices to classify risks as high, medium,

or low.

This structured approach enables non-profits to allocate limited resources where they are

most effective.

3. Frameworks for Cybersecurity Risk Management
3.1 NIST Cybersecurity Framework

Developed by the U.S. National Institute of Standards and Technology, this framework
organizes cybersecurity practices into five functions: Identify, Protect, Detect, Respond, and
Recover (NIST, 2022). Non-profits may adopt a phased approach, beginning with asset

identification and basic protections before expanding into detection and recovery.

3.2 ISO 27001
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An internationally recognized standard for information security management systems
(ISMS), ISO 27001 emphasizes systematic risk management and continual improvement
(ISO, 2021). Even partial adoption, such as implementing encryption or access control

policies, strengthens organizational defenses.

3.3 COBIT

The COBIT framework focuses on IT governance and includes processes for risk
optimization and security management (ISACA, 2021). For non-profits, COBIT offers
guidance on aligning cybersecurity with organizational governance structures, ensuring

accountability and oversight.

4. Case Illustrations
Phishing Exposure

A small donor-funded non-profit heavily reliant on email communication was repeatedly
targeted by phishing attempts. After conducting a risk assessment, phishing was classified as
both high-likelihood and high-impact. Implementing staff training and multi-factor

authentication significantly reduced the risk profile.

Ransomware Recovery

Another mid-sized charity experienced a ransomware attack that encrypted its donor
database. The organization’s reliance on backups allowed eventual recovery, but the absence
of a tested incident response plan prolonged disruption. This case demonstrates the need for

proactive planning in addition to technical controls.

5. Strategies and Best Practices

* Asset Inventories: Maintain updated lists of digital infrastructure to clarify what

requires protection (Cybersecurity Journal, 2021).

*  Vulnerability Assessments: Use structured checklists to identify weaknesses in

software, access policies, and encryption.
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* Risk Matrices: Prioritize threats by combining likelihood and impact assessments
(Doe, 2021).

*  Cost-Benefit Analyses: Evaluate security investments relative to risk reduction—for
example, multi-factor authentication offers strong protection at low cost (Garcia,
2020).

e Risk Management Plans: Develop action-oriented documents specifying

responsibilities, timelines, and mitigation measures (Clark, 2019).

* Continuous Monitoring: Regular reviews, quarterly meetings, and annual drills

keep defenses aligned with evolving threats (Williams, 2021).

e Community Engagement: Participation in cybersecurity forums and utilizing
resources from organizations such as CISA and the NCSC provide up-to-date
knowledge (CISA, 2023).

6. Discussion

Risk assessment is not a one-time activity but an iterative process that must evolve
alongside the threat landscape. For non-profits, resource constraints necessitate selective
prioritization—focusing on high-probability, high-impact risks such as phishing and
ransomware. Embedding risk management within governance structures fosters

accountability, while training ensures that staff and volunteers act as the first line of defense.

Academic literature underscores that applying frameworks such as NIST or ISO 27001
enhances resilience, yet practical adaptation is required for smaller organizations. Bridging
this gap between theory and practice is essential for strengthening the digital security of

civil society actors.

7. Conclusion

Cybersecurity risk assessment and management provide non-profit organizations with
essential tools to safeguard sensitive data and maintain stakeholder trust. Through asset
identification, threat recognition, vulnerability analysis, and structured prioritization,

organizations can create a foundation for informed decision-making. By leveraging
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frameworks like NIST, ISO 27001, and COBIT—while adapting them to resource-

constrained contexts—NPOs can enhance resilience without incurring unsustainable costs.

For scholars, the study of cybersecurity in non-profits represents an underexplored field that
integrates governance, organizational culture, and technical defenses. For practitioners, this
article offers practical steps to operationalize risk management as an ongoing, adaptive

process that ensures both continuity and credibility.
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